
Chris Kilbride 2022 Password Checkup







https://haveibeenpwned.com
A "breach" is an incident where data has been unintentionally exposed to the public.

Compromised data: Dates of birth, Email addresses, Genders, Names, Passwords, Phone numbers, Physical addresses

Compromised data 
might include:  
Dates of birth 
Email addresses 
Genders 
Names 
Passwords 
Phone numbers 
Physical addresses  
Geographic locations  
IP addresses 
Social media profiles 
Usernames

Have I Been Pwned? will list the companies involved and dates of any breach.

https://haveibeenpwned.com


Password Checkup 
Tool on Chrome
Google’s Password Checkup tool 
can help you find and replace all 
your compromised, reused, and 
weak passwords associated with 
your account. Use its Security 
Checkup tool, which allows you to 
remove your account from old 
devices, set up two-factor 
authentication for your account, and 
more. 


Go to passwords.google.com > then 
select Go to Password Checkup > 
Check Passwords.

https://myaccount.google.com/security-checkup
https://myaccount.google.com/security-checkup
https://myaccount.google.com/security-checkup
https://myaccount.google.com/security-checkup
https://passwords.google.com/


Password Monitor on Edge
While Windows doesn’t have a built-in password monitor, you can use 
Microsoft’s Password Monitor to check for leaked passwords with the new Edge 
browser. 

All you have to do 
is enter edge://
settings/
passwords/
PasswordMonitor 
into the address 
bar and click Scan 
Now.



Find 
Compromised 
Passwords on  

an Android
Open the Google Chrome 
app and tap the three-dot 
icon in the top-right 
corner.  
 
Then go to Settings > 
Passwords and tap 
Check passwords. 
Finally, select Change 
Password and follow the 
on-screen instructions.



Find 
Compromised 
Passwords on  

an Android
Depending on what kind of 
account you are trying to 
change, the Google 
Assistant might 
automatically sign you into 
the site and take you 
through the steps. 


If you choose the 
suggested password - 
take a screenshot of this 
first & write down later!



Google Revamps its Password 
Manager on Android and Chrome
7-1-22 • If you have multiple passwords for the same 
sites or apps, Google will automatically group them.


Google announced that the built-in Password 
Manager in Google Chrome will start displaying 
compromised password warnings on all platforms. 
Moreover, Google is making it possible to manually 
add passwords on all platforms, which has been a 
top-requested feature.


Lastly, iOS users can now set Chrome as their 
autofill provider, and the app can also be used to 
generate strong passwords when needed. All these 
new features will roll out to Google Password Manager 
over the next months.

https://www.thurrott.com/google/269605/google-password-manager-android-chrome-updates

https://www.thurrott.com/google/269605/google-password-manager-android-chrome-updates


Find 
Compromised 
Passwords on  

a Mac
With macOS Monterey, 
Apple added a tool that lets 
your Mac detect when your 
saved passwords have been 
leaked. 


Go to System Preferences 
> Passwords. Then select 
an account from the left 
sidebar and click Change 
Password on Website.



Find 
Compromised 
Passwords on  
an iPhone/iPad

Go to Settings > Passwords 
> Security 
Recommendations and tap 
Change Password on Site.


Then log in to the website, 
and change your password 
from the on-page settings.



Find 
Compromised 
Passwords on  
an iPhone/iPad

Since the password is saved 
on your iPhone, you should 
be able to fill it in 
automatically. 


If not, go back to Settings > 
Passwords and make sure 
that AutoFill Passwords is 
enabled.



Here’s how long it 
takes to crack your 
password, when it’s 
Simple vs. Complex

Complex mixes 
them up: 

UPPER CASE 


lower case


1234567890


!@#$%^&*()_-+?><=~



No account security is complete 
without fully deployed two-
factor authentication (2FA). 


This handy security method has 
been around for some time now 
and revolves around using an 
additional form of identification 
to access your account. 


The platform will ask for your 
cell phone number, and you’ll 
verify your login attempt with a 
code the platform texts you. Do 
NOT list your email.

Don’t forget about extra protection



Two-factor 
authentication (2FA) 
is usually done by 
you when you set up 
an account. It is listed 
as a (smart) option.


Each time you log in, 
it will text your cell 
phone some numbers 
to fill in on the 
screen, before it will 
let you in. 


Now it knows it is 
truly you - keeping 
you secure!



How do you know your account has been accessed?
You may have a difficult time knowing if your account was compromised since 
the hijacker may be placing small subtle changes to your account such as 
sending out an occasional message. Pay attention to these signs that your 
account may be compromised:


• Friend requests you didn’t send, automated favorites, follows, unfollows, 
and likes.


• Changes to pictures on your profile.


• Unauthorized push or email notifications from a social network or a 
warning that your profile email has changed.


• Unauthorized app or game purchases.


• Unauthorized status updates or tweets.



Saving a hacked social media account
• Scan your devices and computers for malware, Trojans, and viruses.


• Remove malware and follow the procedures to recover from identity theft.


• Immediately change your password.


• Revoke permissions to third party apps or services.


• Change the password on other accounts if you used a shared password.


• Report phishing and other types of scams sent from your account to the site 
so they can attempt to stop it from spreading.


• Call or email others to let them know your account has been hacked.


• Contact the social media site’s help desk and ask if they can temporarily 
suspend your account while you get it cleared up.



Homework
1 - Start and date a database or note with/without columns listing: company • website • 
UN (User Name) • PW (Password) • Note (for any website questions & answers) • 
Customer Service/Tech Phone 

2 - Open your computer, phone or tablet. Review the directions to get where you can 
change your password on websites.


3 - As you design a new password for each site, make sure to write them down CLEARLY 
in your database or notes. It has to be correct and legible. Use UPPER/lower case letters, 
numbers & symbols. Perhaps underline the CAPITAL letters. 


4 - Store your database/notes securely on your device(s) and print your new listings to be 
placed securely with your important papers.


5 - Any changes need to be updated. On paper, cross out old passwords and put today’s 
date on the new one.


6 - Do not include these passwords in your will because a will becomes public record 
when submitted to a probate court.



https://haveibeenpwned.com


https://www.hellotech.com/guide/for/how-to-check-compromised-passwords


https://www.thurrott.com/google/269605/google-password-manager-android-chrome-updates


https://www.theverge.com/2022/6/30/23189450/chrome-password-manager-updates-ios-android


https://www.mywot.com/blog/this-chart-will-show-you-how-long-it-takes-to-crack-your-password


https://www.komando.com/security-privacy/check-your-password-strength/783192/


https://www.mywot.com/blog/when-social-accounts-hacked


https://www.komando.com/safety-security-reviews/creating-the-best-passwords/592778/


https://www.komando.com/privacy/how-to-set-up-two-factor-authentication-to-protect-yourself-online/585767/
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